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WHAT IS CLAIMED IS: 

1. A method for enhancing security of network transactions, comprising: 

receiving, over a public Internet, information relating to a pending transaction 
between a vendor server and a client; 

sending a message addressed to said client over said public Internet with a set of 
computer readable instructions having transaction-specific information, said set of computer 
readable instructions comprising access instructions for connecting said client to a 
transaction server system on a private network such that sensitive information relating to 
said transaction is directed to said transaction server system. 

2. The method of claim 1 further comprising: 

provisioning said set of computer readable instructions with said transaction-specific 
information prior to said sending. 

3. The method of claim 2 further comprising: 

receiving a transaction identifier and private network access information from said 
transaction server system; 

and wherein said provisioning comprises provisioning said set of computer readable 
instructions with said transaction identifier and said private network access information. 

4. The method of claim 3 wherein said information relating to a pending transaction 
comprises a vendor identifier, said transaction identifier, and a purchase amount. 

5. The method of claim 4 wherein said private network access information comprises a flat 
rate telephone number. 

6. The method of claim 4 wherein said private network access information comprises a 
fixed charge per minute telephone number and a number of minutes. 

1. The method of claim 2 wherein said sending comprises sending a location of said set of 
computer readable instructions. 
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8. The method of claim 7 wherein said location is a universal resource locator ("URL"). 

9. The method of claim 7 wherein said location of said set of computer readable instructions 
is sent to one of said vendor server and said client. 

10. The method of claim 1 wherein said set of computer readable instructions comprise a 
first code segment which, when loaded into a processor of said client, cause said client to 
access said transaction server system on said private network. 

11. The method of claim 10 wherein said set of computer readable instructions comprise a 
second code segment which, when loaded into said processor of said client, cause said client 
to pass said transaction-specific information to said transaction server system. 

12. The method of claim 2 wherein said message is a transaction message and further 
comprising, prior to said sending said transaction message, sending a set-up message with a 
set of computer executable instructions for determining resources of said client for 
connecting to said private network. 

13. The method of claim 12 further comprising receiving an indication of resources of said 
client and wherein said provisioning is based, in part, on said indication of resources. 

14. The method of claim 2 wherein said set of computer readable instructions further 
comprises instructions for determining resources of said client for connecting to said private 
network. 

15. The method of claim 3 further comprising sending said information relating to a pending 
transaction to said transaction server system over a secure link prior to said receiving a 
transaction identifier and private network access information. 
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16. The method of claim 4 wherein said information relating to a pending transaction further 
comprises a location of a data product which is subject of said pending transaction and 
access codes for use in accessing said data product. 

17. The method of claim 4 wherein said information relating to a pending transaction 
includes an internet protocol ("IP") address of said client and wherein said private network 
access information comprises an IP address which an internet service provider ("ISP") of 
said client maps to a port connected over said private network to said transaction server 
system. 

18. The method of claim 1 wherein said receiving and said sending are performed at a web 
server and further comprising, at a transaction server system: 

receiving customer-sensitive information and transaction identification information 
consequent upon execution of said set of computer readable instructions at a client; 
selectively sending transaction approval information. 

19. A computer-readable medium storing statements and instructions for use in the 
execution in a web server of the method of claim 1. 

20. A web server adapted for performing the method of claim 1. 

21. A method for enhancing security of network purchase transactions, comprising: 

receiving, over a public Internet, information relating to a pending purchase 
transaction between a vendor server and a client; 

sending a message addressed to said client over said public Internet with a set of 
computer executable instructions for determining resources of said client for connecting to a 
private network. 

22 A method for enhancing security of network transactions, comprising: 

receiving information relating to a pending transaction over a secure link, said 
information including a transaction identifier, access information for a data product, and a 
purchase amount; 
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determining an appropriate chargeable telephone number based upon said purchase 
amount; 

storing said transaction identifier, said telephone number, and said access 
information; and 

returning said transaction identifier and said telephone number over said secure link. 

23. The method of claim 22 further comprising: 

receiving a telephone call made to said telephone number from a caller; 

during said call, receiving caller identity information; 

during said call, receiving said transaction identifier; 

storing said caller identity information with said transaction identifier; 

providing said access information to said data product to said caller. 

24. The method of claim 23 wherein said telephone number is a flat rate number. 

25. The method of claim 23 wherein said telephone number is a fixed charge per minute 
number and wherein said determining further comprises determining a number of minutes 
based on said purchase amount and storing said number of minutes. 

26. A computer readable medium storing computer-readable instructions which, when read 
by a client, cause the client to: 

dial and establish a connection to a specific telephone number over a telephone 
network; 

send a transaction-specific identifier over said connection; 

receive a message over said connection with a universal resource locator (URL) and 
password; 

drop said connection; 

connect to said URL over a public Internet; and 
display said password. 

27. An internet service provider having a border gateway protocol table with an entry 
mapping at least one Internet Protocol address to a port connected to a private network. 



